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Abstract: At present, the research of blockchain covert communication mainly transmits a short message by initiat-
ing multiple transactions. This method is not suitable for situations where there is a large amount of sensitive data. And
there may be some transactions that are not packaged, resulting in loss of secret information. Meanwhile, the sender”s identi-
ty is not hidden during the transmission. Although the traditional image steganography used in some research has the advan-
tage of high embedding rate, it is increasingly difficult to resist detection and analysis based on statistical features. To solve
the above problems, this paper proposes a blockchain-based covert communication model for hiding sensitive documents
and sender identity. First, the sender encrypts a sensitive document using cipertext-policy attribute-based encryption(CP-
ABE), and then uploads the encrypted document to inter planetary file system(IPFS). Next, the sender embeds the hash val-

ue of the encrypted document into a cover-image employing the image steganography based on generative adversarial net-
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works(GAN), and then uploads the stego-image to IPFS. After that, the sender creates a transaction containing the hash val-

ue of the stego-image and signs it using the ring signature, and then broadcasts the transaction to the blockchain network for

verification and package into a block. Then the receiver reads the hash value of the stego-image from the transaction and ob-

tains the encrypted document through the inverse process of the above steps. Finally, the receiver decrypts the encrypted

document and obtains the sensitive document according to the access control policy set by CP-ABE. The experimental re-

sults show that the model can greatly improve the capacity of secret information from KB to MB during the transmission,

and has high concealment and security.
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X HEE , B 20 NI P, BRI P 1 A9 DL R btk 2
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g 2] Mokt
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20 9444132¢2491aa2b89124eal0cch70c76ef761d413718¢ A5B97314a1bD2986509

TR T 12 Alice HI T BIHESE 5 I, Tk 1 2 02
Bob [ 1, Alice Fit % A< b IPFS 45 5, I JH JS-IPFS-
APTE J IPFS R 55 . Alice 4= i = %5 41 swarm.key, Jf
1 15 22 4 3 T R swarm.key ik 5 oM 05, 145 Bob.
swarm.key [ HAR LT Fros

(1) /key/swarm/psk/1.0.0/

(2) /basel6/

(3) 8c45603441c4e2370714a492f011fa1056e82124
{73643 7128481155ce46ef

8 1 epabe-setup iy 4 A= A2 81 pub_key 1 7 25 41
master_key, Alice i F1 2> 4H pub_key A3 SR 100 A Ok
NGRS P E] [Se(:retl.pdf, secret2. pdf, secret3.
pdf, -, secrethO.pdf]iﬁ?‘}ﬂﬂ%ﬂ‘ LR 2 s, 15 3 m
22 HY [secret]. pdf. cpabe, secret2.pdf.cpabe, secret3.
pdf.cpabe, -, secretl OO.pdf.cpabe] SN SR AT
Vi 8] 45 1 56 B policy. I H F| | Bob 9 J& 1 . 2 4]
pub_key 1 T4 master_key, & Bob 4= A% i %5 %% 4
bob_priv_key.

X Pk o 2% v A 45 25 P (FE AN Userl, User2 il

User3 &8 ) , BN FH P 0] LU 245K P #o ik (Fb 4n Ad-
dress1, Address2 1 Address3 48). FHAh, X Bk W 2% o
] LA g 2 A FA A IPFS £2 B (1L W1 IPFST, TPFS2 Al
IPFS3 45 ). PRI, A% SCECH 1 Tl 4 i v 1 o SRy AT 6
AN 3 P

®3 APEEREBEEMNENX

Ja 1 JEMEAE
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M A R T IR 254 . AT T k%
FLT7 Bob fiff 5 Ji %5 SCRY , hy Bob 2 il 42 Ja& 14 15 1) SR s
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and (IPFSEEHF ID=IPFS*) , {1 7 7R .

Alice ffi JH add (+) 75353 51K N85 SCRS [secret1.pdf.
cpabe, secret2. pdf. cpabe, secret3.pdf.cpab e , -+, se-
cret100.pdf.cpabe ] FAEE]IPFS |, IPFS 3% [0 & {1 THY W4 7

R2 100 KANAE BIBRE Y

U SCRY NN T SR T SCRS e A (i
secretl.pdf 2.03MB secretl.pdf.cpabe QmQpvkABZ6hDg5Uxc WKNUGSINwjoc9Y YztLpb62weshoWY
secret2.pdf 1.14MB secret2.pdf.cpabe QmaehxgkiH7Ez2nuXVH8JKqZUCVNsdC4LVmTk3B2GUBqaZ
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image 1 fil stego - image 2, W& 8(b) Fl1 8 (d) i 7R , X A Rif
J& %L 0 1# 8 T . SRS Alice ¥ 3% K% stego -
image 1 fl stego -image 2 % #| IPFS I, IPFS iR 1] 8 2%
K14 stego-image 1 [ M5 v {6 H, Fl 2 % 1814 stego -
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Alice & EH BEFE Bob K 7, i & Rl AL 32 4 —
AR ULV EEAE 5, 38 5 Th Y data 7 BOHE AT 430% &
14 stego - image M A (H H,. Alice X} 28 2 1T 025544,
IG5 4 55 T AL 5y 1) extraData 7B, F84 58 5 K AR
B X HEE 25 . A Gy BRI B T N . X g
Do 28 v B BT A Y A SRR AR U Bk L B, Bob L R LA
FEWE Alice 858 2E Yy . S ASHIUNTT P

@ signedTransaction =1

(@) cover-image 1 (b) stego-image 1

(¢) cover-image 2 (d) stego-image 2

K8 AT E XL

@ gasPrice=300000000,

@ gas=300000000,

(3 blockLimit=502,

BreceiveAddress=accounts| random.randint(1,20) ].
address,

@ value=0,

@data="QmVUPp1SWGA9InsBwvjdrb6oFNyhe28 hu-
hpwdW4B9CHUAJQ ',

©) extraData= " {"message": "QmVUPpISWGA9ns-
Bwvjdrb6oFNyhe28huhpw4 W4B9CHUAJQ"\,
info": " {\"g\": \"2. \"\, \"p\": \"116629146130897------
085687.\"\,\"q\":\"58314573065448517876------ 542843.
\"} ™\, "ret_code": O\, "sig": " {\"C\": \"596934492704
------ 849502.\"\,\"Y\" : \"631573589796------098535.\"\,
\"num\" :\"3\"\,\"pkO\" :\" 114228877694 ----- 654739.\"\,
\"pk1\":\"4751250745535584+----- 301670. \"\,\"pk2\" :\"
7401228587------ 502970. \"\, \"sO\": \"53226645683501
------ 384828.\"\,\"s1\":\"2403484418121------539097.\"\,

"param_

@ nonce=1, \"s2\":\"1610471047------ 137130.\"f"{ "}
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